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VPN

A virtual private network, or VPN, is an encrypted
connection over the Internet from a device to a network.

The encrypted connection helps ensure that sensitive
data is safely transmitted.
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VPN ...

It prevents unauthorized people from eavesdropping on
the traffic and allows the user to conduct work remotely.

VPN technology is widely used in corporate
environments.
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Private/Public Network

Your home network has a physical connection.

If, for example, you have three computers that are all
connected through a network switch and not to the
internet, that would be known as a private network.

The internet, on the other hand, is a public network
where files can be transferred from one private machine
to another.
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Private/Public Network and VPN

A VPN restores that “private” moniker to your network,
but for use with the internet.

You're creating a private network virtually, hence the
name “virtual private network.”
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VPN Is a network, a connection between
machines, it's virtual as there’s no physical
connection to the remote server and it’s
private through password protection and
encryption.
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VPN Trick

Originally, VPNs were created as a way for businesses to
remotely access other machines.

You'd essentially trick the remote machine into thinking
it was on the same physical network.

Now that VPNs have evolved for commercial use, they
can be used for other purposes.
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VPN/Proxy

You can connect to a remote server which sends data out
on your behalf, such as a proxy would.

The difference between a VPN and proxy, though, is that
VPNs provide more security with encryption and take
randomizing measures at the remote server to make sure
you’'re anonymous.
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VPN works for a Company

Because the traffic is encrypted between the device and the
network, traffic remains private as it travels.

An employee can work outside the office and still securely
connect to the corporate network. Even smartphones and
tablets can connect through a VPN.
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Commonly use of VPN

Once your IP and location is hidden, you can safely
browse the web.
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VPNs are most commonly used today to reclaim online
privacy and bypass nasty geo-blocks, a common
distribution hurdle for TV shows, movies and streaming
services that restricts access to a certain part of the
world.
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Process of Connect to Website

As you send that request, though, your internet service

provider (ISP) takes a log of what URL you’re trying to
access and your IP address.

In the event you’re doing something that you shouldn’t

be, such as copyright piracy or other pursuits, the ISP has
a record of it.




PRISM

Outside of trying to download a couple of movies, the
fact that your ISP can record all of your browsing data is
a major privacy concern.

In the U.S., there are worries about those records being
shared with the NSA as part of the PRISM project
(surveillance_program), and there are even more major
concerns abroad.
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Layers of Protection

There are two layers of protection that a VPN uses to
protect against this sort of snooping.

Tunnelling

Encryption




Tunnelling

Tunnelling, essentially, is a virtual tunnel that your data

travels through so your ISP, or any other eyes, can’t see
it.

All data running to and from your machine is sent in data
packets. Packets include the request you’re sending, the
protocol and the sender’s IP address.
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Tunnelling - Encapsulation

A VPN puts a data packet inside of another data packet.
The process is known as encapsulation, and it’s the first
level of security a VPN uses to keep you anonymous.
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Tunnelling ...

The VPN uses a remote access server which you connect
to when using a VPN. Your computer will provide the
required credentials to log into this server. The
computer you're using has a client software that’s used
to establish this tunnelled connection. Once it’s done, all
browser activity will appear as if it’'s coming from the
remote server and not your machine.
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Encryption

VPNs encrypt the data packets you send to the remote
server to add an extra form of security and anonymity.

Your data is encrypted locally.
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Example

The best VPN providers, such as ExpressVPN use 256-bit
AES encryption. It’s the industry standard encryption
method that’s virtually impossible to crack. A 256-bit key
can spit out 1.1 x 1077 possible combinations.
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Encryption ...

Only the data sent to the server in encrypted, though, as
it has the proper decoder to make your data accessible.

Once data is sent from the remote server to the website
you’re trying to access, it will not be encrypted as the
receiving website doesn’t have the key to decrypt that
data.
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Is VPN traffic encrypted?

Yes, traffic on the virtual network is sent securely by

establishing an encrypted connection across the Internet
known as a tunnel.

Offsite employees can then use the virtual network to
access the corporate network.
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VPN Protocols

A key part of understanding VPN security is learning the
common protocols VPNs use and difference between
them.

While an automatic VPN connection should keep you
anonymous, some providers use a more secure protocol
than others.
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OpenVPN

OpenVPN is an open source VPN protocol that’s known
for being quick and having excellent security.

It’s built on an SSL/TLS secure connection, the same way
your browser verifies a web site with an SSL certificate.
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OpenV/PN ...

It’s a go-to choice for many VPN providers because it can
support nearly an operating system, has decent speeds
out of the gate and supports top-notch encryption. /t may
not be the best protocol to use for every task, but it’s
rarely a bad one.
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OpenV/PN ...

OpenVPN is a great protocol to use for bypassing geo-
blocks.

It’s highly configurable and can used on any port,
meaning you can get through most network restrictions
and firewalls without a hitch.
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SSTP

SSTP, or Secure Socket Tunnelling Protocol, is owned by
Microsoft and, thus, only available for Windows. Even so,
it’s one of the most secure VPN protocols available, sitting

alongside OpenVPN.

SSTP transfers data through an SSL channel, hence the
name. It uses SSL over TCP port 443, so it’s less likely to
get blocked by a firewall, as well.
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PPTP

The Point-to-Point Tunnelling Protocol is the oldest VPN
protocol still in use. It’s developed by Microsoft and,
while there are some major security vulnerabilities, PPTP
still has its place.

It’s simple. That makes it very fast, a huge advantage
over other VPN protocols. It’s an ideal choice for high
data transfer tasks, such as streaming, and older
machines with underpowered hardware.
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PPTP ...

It usually uses the MS-CHAP-v1 authentication protocol which
is insecure. It’s been cracked multiple times since it was
introduced. PPTP is a fine choice for tasks where security is
irrelevant, such as streaming Netflix .

The downside, at least when compared to OpenVPN, is that it’s
Windows-only and not open source. As long as you're a
Microsoft user, there’s no harm in trying it as you should have
a similar level of protection as if you were using OpenVPN.
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L2TP/IPsec

This “protocol” is actually two protocols that are
commonly used together.

L2TP, or Layer 2 Tunnelling Protocol, was introduced in
1999 as an upgrade L2F and PPTP. It provides weak

encryption alone, so it’s often paired with IPsec for a
more secure connection.
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L2TP/lpsec ...

IPsec is an end-to-end security protocol that authenticates
and encrypts each packet of data individually.

When used together, L2TP and IPsec is much more secure than
PPTP while still have some of the speed advantages. It’s still
slower than OpenVPN, though.

This protocol pair also has some issues with firewalls as it uses
UDP port 500, a port that many firewalls are known to block.
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IKEvZ

Internet Key Exchange Version 2 isn’t a VPN protocol,
but many VPN applications list it as one. It’s a separate
version of the L2TP/IPsec combo that has a higher level
of encryption and, thus, is more secure.

It supports up to AES-256 encryption and supports a
variety of operating systems, including iOS.
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IKEVZ ...

It has a long track record of secure and reliable
connection, reconnecting very quickly in the event you
drop from the server.

It’s a close second to OpenVPN and you can use either if
one is causing issues. It’s faster and more secure than
PPTP, building upon IPsec for a “protocol” that’s close,
but not as good, as OpenVPN.
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Log Handling

All of the effort a VPN provider goes through would be in
vain if there were still logs of your activity. You're simply
moving it from one company to another.

Good VPN providers take steps to anonymize you at their
remote servers and don’t log any of your incoming
activity.
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Log Handling ...

You’d think this would be common sense, but some VPN
provider do, in fact, keep logs of your activity. Hotspot
Shield, for example, states that it can collect your IP
address to identify your location and share that with
government agencies in its privacy policy.
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Killswitches & DNS Leaks

There are two other important parts of VPN security that
wouldn’t fit neatly into any other sections:

leaks and

kill switches.
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Killswitch

A killswitch is a security feature that a/lows you to cut
your connection to the internet in the event you get
disconnected from the remote server. That way, you
won’t get caught

A lot of VPN providers offer a killswitch, but some of the
more mediocre options on the market do not. PIA,
AirVPN, IPVanish and ExpressVPN are just a few of the
many providers that offer a killswitch.
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Leaks

Leaks are a serious problem when using a VPN.

The two main leaks you’ll encounter are IP leaks and DNS

leaks.
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IP Leaks

IP leaks are when you’re connected to the VPN, but your
IP address still points back to your location.

In most cases, IP leaks are the cause of a WebRTC bug.
VPNs that work in browser extensions should disable
WebRTC when you enable the extension, but you can go
and disable it yourself using another extension.
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DNS Leaks

DNS leaks are when you connect to the VPN’s DNS
servers but your web browser sends the request directly
to your ISP anyway.

DNS, the domain name system, is what allows IP
addresses and domains to work. When you type a URL
into your web browser, DNS translates your IP address
and the server’s IP address so the two can connect.
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Types of VPNs :

Remote Access
Site-to-site

Gill Sans

sadipscing elitr, sed

sitamet. Lorem ipsum dolor setetur sadipscing
elitr, sed diam nonumy ei inyidunt ut labore et

ea rebum. Stet clita kasd
gubergren, no sea mkimata sanctus est Lorem Ipsum dolor
sit amet. Lorem ipsum et, consetetur sadipscing
elitr, sed diam nonumy por invidunt ut labore et
dolore magna aliquyam iam voluptua. At vero eos
et accusam et Justo duo doloTes et ea rebum, Stet clita kasg
gubargren, no sea takimata sanctus est Lorem ipsum dolor
sitamet.



What is secure remote access?

It includes VPN technology that uses strong ways to
authenticate the user or device.

VPN technology is available to check whether a device
meets certain requirements, also called a device’s
posture, before it is allowed to connect remotely.
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Remote Access

A remote access VPN securely connects a device outside
the corporate office. These devices are known as
endpoints and may be laptops, tablets, or smartphones.

Advances in VPN technology have allowed security
checks to be conducted on endpoints to make sure they
meet a certain posture before connecting.
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Site-to-site

A site-to-site VPN connects the corporate office to branch
offices over the Internet. Site-to-site VPNs are used when
distance makes it impractical to have direct network
connections between these offices.

Dedicated equipment is used to establish and maintain a
connection. Think of site-to-site access as network to
network.

Ciginl @b jl Ol 4 ) €S8 A8 ccolw 4 ColwVPN SO
oly 3l dS > g (2 o3l Culw 4 ol SLVPN I A8 (o Juain
il Jas 563 (ol 0 81 Ak aians L) 6395

L Dgd (2 saliw! bldyl Jha> g Li)béj-,’ Sy @OL,Q.’L&‘ Olng=s )
AS S0 dSs d a5 Olgie o Col s (g lawd



Security Policy

What are the classes of users?
What level of access is allowed to a class?

Which devices are allowed to connect to the corporate
network through a VPN?

Which authentication method will be used and how will it
be implemented?

How will you counter sloppy practices?

What are the Standard Operating Procedures (SOPs) in
case of a network breach?

What is the maximum idle VPN connection time allowed
before automatic termination?



VPN in the corporate world

Remote Access Server (RAS)
Internet Protocol Security (IPSec)

Secure Sockets Layer (SSL)




RAS

The most basic form of VPN remote access is through a RAS.

The client-side software is responsible for establishing a

tunnelling connection to the RAS and for the encryption of
data.

RAS VPNs are appropriate for small companies, requiring a
remote access for a few employees. However, most serious

businesses have moved on from this basic form of VPN
connection.

CwlRAS G2,k HIVPN )93 oly 31 (qufuwd S ()5 3ol
2 bW osls 5)13850) 9 RAS 40 Siuligs Jbail sl diandog (S Conun 1331 033
Dyla ouge

&SJ}VPN Jlasl Lol S ol i Jeline PP S« Jl> ol b Layls wieylS Wi

.ol 03)5



IPSec

A company should go for IPSec VPN remote access if it
has a strong networking department with the ability to
configure each employee’s hardware device individually
(installing client software, enforcing security policies etc.).
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Warning

If you are using IPSec VPN for remote access, but you are
not deploying Internet Key Exchange (IKE, certificates) as
an authentication method, the connection will be
vulnerable.

For many use cases, XAUTH and L2TP methods of IPSec
authentication are prone to security lapses.
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SSL

A lot of corporations worldwide have adopted SSL VPNs
for their remote access needs. This method provides VPN
access through any regular browser! It requires no special
software to be installed on the employee’s device.
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SSL ...

A Secure Sockets layer connection operates at the
Transport Layer or Application Layer of the OSI Model of
protocols. SSL VPN gateways are deployed behind the

perimeter firewall, with rules which grant or deny access
to specific applications.
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Thanks for your Attention.



